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Results of New Boolean Functions Search for Serpent S-boxes 
 

Jun Yajima*, Masahiko Takenaka*, Naoya Torii*, Kouichi Itoh* 
FUJITSU LABORATORIES LTD. 

 
   We searched boolean functions of Serpent S-boxes that have the least number of operations by 
our original method [1]. The following table shows our result. It also shows the number of 
operations by the previous methods [2][3] for comparison. For three S-boxes, we found the boolean 
functions that have the least number of operations. 
   Appendix shows a set of the boolean functions of our result. 
 

Table. Number of operations 
S-box Gladman*[2] Osvik[3] Our results 

S0 15 18(17) 15 
S1 14 18(17) 16 
S2 16 16(14) 15 
S3 16 19(17) 15# 
S4 15 20(19) 15 
S5 16 19(18) 16 
S6 15 18(17) 15 
S7 16 20(19) 17 
Si0 15 19(18) 16 
Si1 14 19(18) 16 
Si2 16 19(18) 15# 
Si3 15 18(17) 16 
Si4 15 20(19) 16 
Si5 16 19(18) 16 
Si6 15 17(16) 16 
Si7 17 19(18) 16# 

               Note: 
                  #: the least number of operations 
                  *: best results about number of operations 
                 ( ): exclude "=" operation 
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Appendix: 
 
/*             Boolean Functions of Serpent S-boxes              */ 
/*                                                       */ 
/*     Copyright (C) 2000 FUJITSU LABORATORIES LIMITED.     */ 
/*                     All rights reserved.                    */ 
/*                                                       */ 
/*        Jun Yajima         (jyajima@flab.fujitsu.co.jp)          */ 
/*        Masahiko Takenaka  (takenaka@flab.fujitsu.co.jp)         */ 
/*        Naoya Torii        (torii@flab.fujitsu.co.jp)             */ 
/*        Kouichi Itoh        (kito@flab.fujitsu.co.jp)             */ 
/*                                                       */ 
/*          If you use this information, please contact us.            */ 
/*                                                       */ 
 
 

/* S0: 15 steps */ 
S_0(x3,x2,x1,x0,y3,y2,y1,y0) 
 t7=x0|x3;  
 t1=~x0;  
 t8=t7^x1;  
 t2=t1^x3;  
 y3=t8^x2;  
 t3=t2|x1;  
 t9=x2^t3;  
 t4=t3^x3;  
 t10=t9 t̂1;  
 t5=t4|x2;  
 t11=t10&y3;  
 t6=t5^x1;  
 y0=t11^t4;  
 y2=t6^t2;  
 y1=y0^t10; 

/* S1: 16 steps */ 
S_1(x3,x2,x1,x0,y3,y2,y1,y0) 
 t1=~x1;  
 t2=t1^x0;  
 t3=t2|x3;  
 t7=x0|t2;  
 t4=t3|x2;  
 t8=t7^x2;  
 t5=t4^x0;  
 t9=t3^t8;  
 t6=t5^x3;  
 t10=t9|x1;  
 t11=x1 t̂9;  
 y1=t10^t6;  
 y2=t8^x3;  
 y3=t11^y1;  
 t12=t6&t11;  
 y0=t12^t8; 

/* S2: 15 steps */ 
S_2(x3,x2,x1,x0,y3,y2,y1,y0) 
 t1=~x0;  
 t7=x0&x2;  
 t4=x1^x2;  
 t2=t1&x3;  
 t8=t7^x3;  
 t9=x1&t8;  
 t3=t2^x1;  
 t10=t9^t4;  
 t5=t4&t3;  
 t11=t3^t10;  
 t6=t5^x3;  
 y0=t8^t4;  
 y3=t10^t1;  
 y2=x0^t6;  
 y1=t11^y2; 

/* S3: 15 steps */ 
S_3(x3,x2,x1,x0,y3,y2,y1,y0) 
 t1=x0|x3;  
 t2=x0&x1;  
 t6=x2^x3;  
 t3=t2^t1;  
 t8=x0&x3;  
 t4=t3|x2;  
 t7=t6|t2;  
 t5=t4^x1;  
 y3=t8^t5;  
 t9=t3|y3;  
 y1=t7^t5;  
 t10=t9^x0;  
 t11=y1&t10;  
 y2=y1^t10;  
 y0=t11^t3; 
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/* S4: 15 steps */ 
S_4(x3,x2,x1,x0,y3,y2,y1,y0) 
 t1=x0^x3;  
 t2=t1|x1;  
 t3=t2^x0;  
 t5=x0&x3;  
 t4=t3^x2;  
 t6=t5^t4;  
 t7=t6|t3;  
 t8=t6|x1;  
 y3=t8^t1;  
 t9=t7^x1;  
 t10=y3|t9;  
 y0=~t6;  
 y2=t9^t1;  
 t11=t10^x3;  
 y1=t11^t6; 

/* S5: 16 steps */ 
S_5(x3,x2,x1,x0,y3,y2,y1,y0) 
 t1=x0&x1;  
 t2=t1^x2;  
 t3=~t2;  
 t4=t3^x3;  
 t5=x1^t4;  
 t8=x2|t4;  
 t6=t5&x3;  
 t9=t8&x0;  
 t7=t6^x0;  
 t10=t4&t5;  
 y1=t7^t4;  
 y3=t9^t5;  
 t12=x3&y1;  
 t11=t2^y3;  
 y0=t12^t5;  
 y2=t11|t10; 

/* S6: 15 steps */ 
S_6(x3,x2,x1,x0,y3,y2,y1,y0) 
 t1=x1^x2;  
 t2=t1^x0;  
 t3=~t2;  
 t4=t3^x3;  
 t5=t1|t4;  
 t8=x2^t4;  
 t6=t5^x3;  
 t7=t6|x1;  
 t9=t8^t6;  
 y3=t7^t4;  
 t10=t9|y3;  
 t11=x0|x3;  
 y0=t10^t6;  
 y2=t10^t8;  
 y1=t11^t4; 

/* S7: 17 steps */ 
S_7(x3,x2,x1,x0,y3,y2,y1,y0) 
 t1=x0^x1;  
 t2=x1^x2;  
 t3=t1&t2;  
 t4=t3^x3;  
 t5=t4^x0;  
 t6=t5|t2;  
 t7=t4&t6;  
 y1=t7^x2;  
 t8=x0&t5;  
 y3=t8^t2;  
 t9=x2|x3;  
 t10=t9^t8;  
 t11=y3&t10;  
 y2=t11^t4;  
 t12=t1|t9;  
 t13=~t12;  
 y0=t13^t5; 

/* Si0: 16 steps */ 
Si_0(x3,x2,x1,x0,y3,y2,y1,y0)  
 t1=x1^x2;  
 t2=x0^x1;  
 t3=t2|x3;  
 t4=~t3;  
 t5=t4^x0;  
 t6=t5|t1;  
 t7=x1^x3;  
 t8=t7^t3;  
 y3=t8^t6;  
 t9=t2|t7;  
 t10=t9^t1;  
 y0=t10^y3;  
 t11=x3^t5;  
 y2=t11^t10;  
 t12=y3&y0;  
 y1=t12^t5; 

/* Si1: 16 steps */ 
Si_1(x3,x2,x1,x0,y3,y2,y1,y0)  
 t1=x1^x3;  
 t2=t1|x0;  
 t3=t2^x3;  
 t4=t3&x2;  
 t5=~t4;  
 t6=t5^x0;  
 y2=t1^t6;  
 t7=x3&t1;  
 t8=t7^x0;  
 y3=t8^x2;  
 t9=x1^x2;  
 t10=t9^t2;  
 t11=t10&y3;  
 y1=t11^t3;  
 t12=~t10;  
 y0=t12^y1; 
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/* Si2: 15 steps */ 
Si_2(x3,x2,x1,x0,y3,y2,y1,y0) 
 t1=x3&x2;  
 t2=x3|x1;  
 t3=x0&t2;  
 t6=t1^t2;  
 t4=t1|t3;  
 t7=~t6;  
 t5=x2^t4;  
 t8=t7^x0;  
 y1=x1^t5;  
 t9=y1|t6;  
 y2=t8^y1;  
 t10=t9^x0;  
 y0=t10^x3;  
 t11=y2&y0;  
 y3=t11^t7; 

/* Si3: 16 steps */ 
Si_3(x3,x2,x1,x0,y3,y2,y1,y0)  
 t1=x0|x3;  
 t6=x2|x3;  
 t2=t1^x2;  
 t3=t1^x1;  
 t7=t6&x1;  
 t4=t3&t2;  
 y0=t7^t2;  
 t5=t4^x3;  
 y2=x0^t5;  
 t8=t5^t6;  
 t9=x1^y2;  
 t10=t9|t8;  
 t11=t3&t10;  
 y3=t10^x3;  
 t12=t11^x0;  
 y1=t12^x2; 

/* Si4: 16 steps */ 
Si_4(x3,x2,x1,x0,y3,y2,y1,y0)  
 t1=x0&x1;  
 t4=x2|x3;  
 t2=t1^x2;  
 t5=t4&x0;  
 t3=t2^x3;  
 y1=t5^t3;  
 t8=~x0;  
 t6=x3&y1;  
 t7=t6^x1;  
 t9=t8|y1;  
 y3=t7^t3;  
 t10=t9^x3;  
 t11=y3&t10;  
 y0=t10^y3;  
 t12=t11^t6;  
 y2=t12^t8; 

/* Si5: 16 steps */ 
Si_5(x3,x2,x1,x0,y3,y2,y1,y0)  
 t1=~x0;  
 t2=x1|x2;  
 t7=x1|t1;  
 t3=x3^t2;  
 t8=t3&t7;  
 t4=t1|t3;  
 t9=x0^t8;  
 t5=x1^t4;  
 y1=x2^t9;  
 t10=t5^t7;  
 t6=x2|x0;  
 y0=y1^t10;  
 y3=t5^t6;  
 t11=t5|y0;  
 t12=t2^t11;  
 y2=t1^t12; 

/* Si6: 16 steps */ 
Si_6(x3,x2,x1,x0,y3,y2,y1,y0)  
 t2=x0^x2;  
 t1=~x1;  
 t3=t2|x3;  
 t6=x0&t2;  
 t9=t2^t1;  
 t7=t6^x3;  
 t4=t3^x0;  
 t5=t4|t1;  
 t8=t7|x1;  
 y1=t9^t7;  
 t10=t4^t7;  
 y0=t8^t5;  
 t11=t10^x1;  
 t12=t4&t11;  
 y3=t11^y0;  
 y2=t12^t9; 

/* Si7: 16 steps */ 
Si_7(x3,x2,x1,x0,y3,y2,y1,y0)  
 t1=x2|x3;  
 t2=x0&x3;  
 t3=t2^t1;  
 t9=~x3;  
 t4=t3|x1;  
 t12=x0|t9;  
 t5=t4^x0;  
 t6=t5^x2;  
 t7=t1&t6;  
 t8=t3|t6;  
 y2=t7^x1;  
 t10=t9^t8;  
 y1=t10^y2;  
 t11=y2&t10;  
 y0=t12^t6;  
 y3=t11^t3; 

 


